
 

Public service 
Internal controls Checklist 

Use this checklist to evaluate your scheme’s internal controls. 

Action Notes Yes/No 

Do you have effective arrangements and 
procedures to ensure that the pension scheme 
is being run in accordance with the scheme 
rules and requirements of law? 

See paragraphs 94-112 in the code at 
www.tpr.gov.uk/code14. Consider if you 
need to put further arrangements and 
procedures in place. 

Do you regularly review the arrangements and 
procedures? 

If yes, how often? 

Do you have a process to identify risks? 

Do you have a process to evaluate risks? 

Do you have in place processes or controls to 
manage risks? 

Do you have a risk register to record all risks 
identified and action taken? 

See our example risk register at  
www.tpr.gov.uk/ps-risk-register 

Do you regularly review the risk register? If yes, how often? 

Do you have a standing item on the pension 
board agenda to review scheme risks? 

If you have answered no to any of these questions, you should review your processes to ensure that they 
are fit for purpose. 

Completed by Date 

Note: Public service pension schemes and legislation  about the 
new governance and administration requirements are expected 
to come into effect in April 2015. 

www.tpr.gov.uk/publicservice  

http://www.tpr.gov.uk/publicservice
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Managing risks  
100. This part of the code covers the requirement for scheme managers to 

establish and operate adequate internal controls. 

Internal controls 
Legal requirements 
101. The scheme manager of a public service pension scheme must establish 

and operate internal controls. These must be adequate for the purpose of 
securing that the scheme is administered and managed in accordance with 
the scheme rules and in accordance with the requirements of the law. 

102. For these purposes ‘internal controls’ means: 

• arrangements and procedures to be followed in the  administration 
and management of the scheme  

• systems and arrangements for monitoring that administration and 
management, and 

• arrangements and procedures to be followed for the safe custody and 
security of the assets of the scheme51.  

Practical guidance 
103. Internal controls are systems, arrangements and procedures that are put 

in place to ensure that pension schemes are being run in accordance with 
the scheme rules (which for most public service pension schemes are set 
out in the scheme regulations) and other law. They should include a clear 
separation of duties, processes for escalation and decision making and 
documented procedures for assessing and managing risk, reviewing 
breaches of law and managing contributions to the scheme. 

104. Good internal controls are an important characteristic of a well-run 
scheme and one of the main components of the scheme manager’s role in 
securing the effective governance and administration of the scheme. 
Internal controls can help protect pension schemes from adverse risks, 
which could be detrimental to the scheme and members if they are not 
mitigated. 

105. Scheme managers must establish and operate internal controls52.  These 
should address significant risks which are likely to have a material impact 
on the scheme. Scheme managers should employ a risk-based approach 
and ensure that sufficient time and attention is spent on identifying, 
evaluating and managing risks and developing and monitoring appropriate 
controls. They should seek advice, as necessary. 

51   
Section 249A(5) and  s249B of the Pensions  Act 2004.  

52   Section 249B, 
ibid.  
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Identifying risks 
106. Before implementing an internal controls framework, schemes53 should 

carry out a risk assessment. They should begin by: 

• setting the objectives of the scheme 

• determining the various functions and activities carried out in the 
running of the scheme, and 

• identifying the main risks associated with those objectives, functions 
and activities. 

107. An effective risk assessment process will help schemes to identify a wide 
range of internal and external risks, which are critical to the scheme and 
members. When identifying risks, schemes should refer to relevant 
sources of information, such as records of internal disputes and legislative 
breaches, the register of interests, internal and external audit reports and 
service contracts. 

108. Once schemes have identified risks, they should record them in a risk 
register and review them regularly. Schemes should keep appropriate 
records to help scheme managers demonstrate steps they have taken to 
comply, if necessary, with legal requirements. 

Evaluating risks and establishing adequate internal controls 
109. Not all risks will have the same potential impact on scheme operations and 

members or the same likelihood of materialising. Schemes should consider 
both these areas when determining the order of priority for managing risks 
and focus on those areas where the impact and likelihood of a risk 
materialising is high. 

110. Many pension schemes will already have adequate internal controls in 
place, some of which may apply to a variety of the functions of the 
administering authority. Schemes should review their existing 
arrangements and procedures to determine whether they can prevent and 
detect errors in scheme operations and help mitigate pension scheme-
related risks. For example, schemes could obtain assurance about their 
existing controls through direct testing or by obtaining reports on controls. 
Any such review should be appropriate to the outcome of the risk 
evaluation. 

111. Schemes should consider what internal controls are appropriate to 
mitigate the main risks they have identified and how best to monitor them. 

For example, 
the scheme 
manager(s) for 
a funded 
scheme should 
establish and 
operate 
internal 
controls that 
regularly 
assess the 
effectiveness 
of investment-
related 
decision 
making. 
Scheme 
managers for 
all pension 
schemes 
should 
establish and 
operate 
internal 
controls that 
regularly 
assess the 
effectiveness 
of data 
management 
and record-
keeping. 

53 See paragraph 25 for 
the definition of 
‘schemes’. 
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Managing risks by operating internal controls 
112. Schemes should consider a number of issues when designing internal 

controls to manage risks. The examples provided are for illustrative 
purposes only and are not exhaustive. They should not be relied upon as a 
substitute for the exercise of judgement, based on the principles set out in 
this code and any advice considered appropriate, particularly in light of any 
problems experienced in the past. 

a. How the control is to be implemented and the skills of the person 
performing the control 
For example, schemes should ensure that new employers participating 
in the scheme understand what member data are required and the 
process for supplying it. Where employers fail to supply the correct data 
or do not follow the correct process, schemes should ensure that the 
employer identifies the cause of the error and that appropriate action is 
taken to avoid recurrence, for example remedying a systemic error or 
providing the relevant training. 

b. The level of reliance that can be placed on information 
technology solutions where processes are automated For example, 
where scheme administration processes use an automated system, 
internal or external auditors could audit the system on an annual 
basis to assess whether it is capable of performing a required function 
and report any issues that are identified. 

c. Whether a control is capable of preventing future recurrence or merely 
detecting an event that has already happened 
For example, schemes should ensure that their systems support the 
maintenance and retention of good member records. This includes 
implementing procedures and controls which identify where systems are 
not fit for purpose, there are gaps in the data, the data are of a poor 
quality and/or there has been a loss of data. 

d. The frequency and timeliness of a control process 
For example, schemes should ensure that data are complete. They should 
undertake a data-cleansing or member-tracing exercise and review this on 
a regular basis (at least annually or at regular intervals that they consider 
appropriate for the scheme). 
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e. How the control will ensure that data are managed securely For 
example, schemes should ensure that all staff, including temporary or 
contract staff, complete information management training before they are 
given access to sensitive data. 

f. The process for flagging errors or control failures, and approval and 
authorisation controls 
For example, schemes should ensure that member communications such as 
member information booklets are reviewed regularly, particularly where 
there are changes to the scheme. All relevant parties should be aware of 
how they should flag errors and the authorisation required before any 
changes are made to the communications. 

Monitoring controls effectively 
113. Risk assessment is a continual process and should take account of a 

changing environment and new and emerging risks, including significant 
changes in or affecting the scheme and employers who participate in the 
scheme. 

114. For example, where relevant, schemes should put in place systems and 
processes for making an objective assessment of the strength of an 
employer’s covenant (which should include analysis of their financial 
position, prospects and ability to pay the necessary employer 
contributions). 

115. An effective risk assessment process will provide a mechanism to detect 
weaknesses at an early stage. Schemes should periodically review the 
adequacy of internal controls in: 

• mitigating risks 

• supporting longer-term strategic aims, for example relating to 
investments 

• identifying success (or otherwise) in achieving agreed  objectives, and  

• providing a framework against which compliance with the scheme 
regulations and legislation can be monitored. 

116. Internal or external audits and/or quality assurance processes should 
ensure that adequate internal controls are in place and being operated 
effectively. Reviews should take place when substantial changes take 
place, such as changes to pension scheme personnel, implementation of 
new administration systems or processes, or where a control has been 
found to be inadequate. 

117. A persistent failure to put in place adequate internal controls may be a 
contributory cause of an administrative breach. Where the effect and 
wider implications of not having in place adequate internal controls are 
likely to be ‘materially significant’, the regulator would expect to receive a 
whistleblowing report that outlines relevant information relating to the 



breach. For more information, see the ‘Reporting breaches of the law’ 
section of this code. 

118. Ultimately, the legal responsibility for establishing and operating 
adequate internal controls rests with the scheme manager54.  Scheme 
regulations or other documents may delegate responsibilities to pension 
board members or others – for example identifying, evaluating and 
managing risks, developing and maintaining appropriate controls and 
providing assurance to the scheme manager about any controls in place. 
However, accountability for those controls and the governance of policies, 
procedures and processes will reside with the scheme manager. 

Outsourcing services 
119. The legal requirements relating to internal controls apply equally where 

schemes outsource services connected with the running of the scheme. 
Providers should be required to demonstrate that they will have 
adequate internal controls in their tenders for delivering services. The 
requirements should be incorporated in the terms of engagement and 
contract between the scheme and service provider. Outsourced 
services may include, for example, the maintenance of records and 
data, calculation of benefits and investment management services. 
Where services are outsourced, scheme managers should be satisfied 
that internal controls associated with those services are adequate and 
effective. 

120. An increasing number of service providers are obtaining independent 
assurance reports to help demonstrate their ability to deliver quality 
administration services. Schemes should ask their service providers to 
demonstrate that they have adequate internal controls relating to the 
services they provide. It is vital that schemes ensure they receive 
sufficient assurance from service providers. For example, the 
information from providers should be sufficiently detailed and 
comprehensive and the service level agreements should cover all 
services that are outsourced. Schemes should also consider including 
provisions in contracts for outsourced services requiring compliance 
with appropriate standards. This should help to ensure effective 
administration. 

54 


